Stap 1 (Ga naar DNS Management)
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Stap 2 (Scroll naar onder tot veld: DNSSEC - DNS Security)
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Stap 3 (Klik op Generate Keys en controleer als u de velden “keys — signed — Remove DNSSEC”
ziet)

DNSSEC - DNS Security
Keys Keys listed below Generate Keys

Zone-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) Key ID: 3350
Publish: 20230228072744 (Tue Feb 23 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 256 3 13 In4176b¥NoCZqd OBBwES2fi5+300jBB0o3]QaoAFd2gPFymIPr/dZyIN| +NwxHE+8Isb0YPxsDAWWg7kMi8ohqa==

key-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) Key ID: 62783
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DMSKEY 257 3 13 2T7HV630/vmue3cIsjChSgNtWC5IIWcDe+NPIJ45EX35doeysQLTbESR t5v]4iIKP7D0tvGzNIMAPwXExQpsukg==
Signed Mot yet signed

Remove DNSSEC Delete the DNSSEC keys and use a non-signed zone

Stap 4 (Login op icehosting.nl)
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Stap 5 (Ga naar venster Domeinen)

Bestelsysteem

Beheer uw dipnsten

Inloggen

) bont sccesv0l OIS 1 Mrk iy Bt monu Uw kbule maken

Stap 6 (Klik op uw domeinnaam die u wilt instellen)
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Stap 7 (Scroll naar onder tot venster DNSSEC)

DNSSEC:

Type Algoritme Publieke sleutel | :(Dey

Geen DNSSEC ingesteld

| Taevoegen | | KSK (257) v |ECDSA/SHA-256 (13)  v| |Pubkey |
Stap 8 (Ga naar uw directadmin uit “Stap 3” en kopieer u key-signing key en onthoudt het
gemarkeerde vakje dit is het dnssec algoritme)

DNSSEC - DNS Security

Keys Keys listed below | Generate Keys

zone-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) Key 1D; 3360
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 256 3 13 Jnd176bYNoCZQdOBBwES2A5+a00jB8B03jQQoAFd2qPFymIPr/dZyINI +NwxHB+BIsb0YPxsDAWWQ7kMiSohqA==

key-signing Key Created: 20230228072744 (Tue Feb 28 08:27:34 2023) Key 1D: 62783
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 257 m 2TTHVEIO/ vimue3cisiChSgMIWCSIIW cD e+ NPIIASEX3ISdoey6QLTDBSR 15vI4IKP7DMYGZINIMAPWX6XQp6ukg = =

Signed Not yet signed

Remove DNSSEC Delete the DNSSEC keys and use a non-signed zone Remove ]




Stap 9 (Plak u key in het vak van “Publieke sleutel” en controleer dat er geen spaties in staan.
Daarnaast controleer dat het algoritme overeenkomt met de vorige stap)

DNSSEC:

Publicke sleutel :‘D”

- Geen DNSSEC ingesteid -

SK (257) v ECDSA/SHA-ZS4(1 3) v | | 2TTHv630/vmue3clsjChSg

Stap 10 (Als u op toevoegen heeft geklikt moet u deze melding krijgen — Als u een
foutmelding krijgt moet u checken voor spaties / typ fout)

DNSSEC:

DNSSec toevoegen wordt uitgevoerd

Algoritme Publieke sleutel ::;’

2TTHVE30/vmuelc
IsjChSgNtWCSJIWc

3 De+NPIJ45EX35dq @
KSK (257) 'SHA-256 (1 v
Verwijderen | KSK (257) ECDSA/SHA-256 (13) ey6QLTDBSRISVIAI

KP7DOtvGzNIM4P
wX6xQpbukgs =

Toevoegen | | KSK (257) v ECDSA/SHA-256 (13) v| |Pubkey

Stap 11 (Controleer als uw key id hetzelfde is op DNSSEC — DNS Security van directadmin)

} DNSSEC - DNS Security

| Keys Keys listed below |m

zone-signing Key Crested: 20230228072744 (Tue Feb 28 08:27:44 2023) Key 1D; 3360
| Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 256 3 13 Jnd4176bYNoCZqdOBBwES2f5+a00jBB03)QgoAFd2qPFymIPr/dZyINI +NwxHB+BIsb0YPxsD4 N Babal = =
key-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) @
| Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)

Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)
L SR P &R0 T 7THVEI 0/ vimue3cisiChSgNtWCSITWcD e+ NPIIMSEX3ISdoey6QLTDESR 15vISIKP7DMvGZNIMAPW X6 XQpGuky = »

Signed Not yet signed [ sign |

Remove DNSSEC Delete the DNSSEC keys and use a non-signed zone [ Remove ]



Stap 12 (Als u de key-signing key heeft toegevoegd moet u weer naar directadmin gaan en op
“sign” klikken)

DNSSEC - DNS Security
Keys Keys listed below Generate Keys

zone-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) Key ID: 3380
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate; 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 256 3 13 In4176b6YNoCZqd0BBwSS52fi5+a00jBBo3jQaoAFd2gPFymIPr/dZyIN] +NwxHB+8Isb0YPxsD4WWg7kMiBohgh==

key-signing Key Created: 20230228072744 (Tue Feb 28 08:27:44 2023) Key ID: 62783
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 257 3 13 2T7HV630/vmue3cIsjChSgNtWC5IIWcDe+NPIJ45EX35doey6QLTEBSR t5v14iIKP7DOtwGzNIMAPwXaxQpsukg==
Signed Mot yet signed

Remove DNSSEC Delete the DNSSEC keys and use a non-signed zone

Remove

Stap 13 (Als u alle stappen goed heeft gevolgd krijgt u deze melding)
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Stap 14 (U kunt op “back” klikken en weer naar het veld DNSSEC — DNS Security gaan en hier
controleren als alles goed is ingesteld)

DNSSEC - DN5S Security

Keys Keys listed below Generate Keys
zone-signing Key Created: 2023022807274 (Tue Feb 28 08:27:44 2023) Key ID: 3360

Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DMSKEY 256 3 13 In4176bYNoCZqd0OBEwGES2fi5+a00jBB0o31QooAFd2gPFymIPr/dZyINI +NwxHB+8Isb0YPxsD4AWWg7kMi8ochgA==

key-signing Key Created: 2023022807274 (Tue Feb 28 08:27:44 2023) Key ID: 62783
Publish: 20230228072744 (Tue Feb 28 08:27:44 2023)
Activate: 20230228072744 (Tue Feb 28 08:27:44 2023)

DNSKEY 257 3 13 2T7HVE30/vmue3clsiChSgNtWCSIWcDe+NPIj45EX35doeyEQLThESR t5v14iKP7D0tvGZNIM4PwWXExQpsukg==
Signed Feb 28 09:53 2023  Expiry: Apr 4 07:53 2023

rickkolkman.nl. IN DS 62783 13 1 ABA9A158EB248AAABCO1EL4CB2096C36BFDE511A
rickkolkman.nl. IN DS 62783 13 2 86A12588958578E45C034DD05SECET76390CESEAABFOB365803A4D72CF 1FF54B5D

rickkolkman.nl.dlv.isc.org. IN DLV 62783 13 1 ABASA158EB248AAABCO1E14CE2096C36BFD6511A
rickkolkman.nl.dlv.isc.org. IN DLV 62783 13 2 86A12588958978E45C034DD05SECE76390CEBEAABFDIB365803A4D72CF 1FF54B5D

Remowve DNSSEC Delete the DNSSEC keys and use a non-signed zone




Stap 15 (Ga naar internet.nl en vul u domein in en druk op “start test”)

Internet.nl

Eoolisdy  Nederlands

Home News Knowledge base Hall of Fame  About Internet nl

Modem Intemnet Standards provide for more reliability and further growth of the Intemnet.
Are you using them?

Test your website @ | Test your email @ | Test your connection @

Modern address? Signed domain? Secure Modern address? Anti-phishing? Secure Modem addresses reachable?
connection? Route authorisanon? wansporn? Route authonsation? Domain signatures validated?

about the test > about the test > about the test )

Your website domain name: Your email address:
e ———

@ examplen

Start test

Stap 16 (Controleer als DNSSEC werkt “Als u een foutmelding krijgt probeer het dan 1 / 2 uur
later”)

Website test: rickkolkman.nl

& Reachable via modern internet address (IPv6)
@ Domain name signed (DNSSEC) <=

& Signed domain name (DNSSEC)

Well done! Your domain is signed with a valid signature (DNSSEC). Therefore visitors with
enabled domain signature validation, are protected against manipulated translation from
your domain into rogue internet addresses.

Show details

@ DNSSEC existence v

@ DNSSEC validity v



